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(57) Abstract :

The present invention relates to the detection of anomalous behavior in computer networking, and more specifically, to the systems
and methods of detecting computer worms in computer networks. The system for detecting anomalous behaviors includes a traffic
analysis device configured to receive data over a communication network and identify a type of data received over the communication
network, a memory storage device configured to receive data from communication network, a processing unit communicatively
coupled to the memory, one or more anomaly detection algorithms configured to be applied to a subset of data from the two or more-
network metrics under analysis based upon the model of behavior for the first device in the network, an anomalous behavior detection
system configured to analyze the subset of data from the two or more network metrics under analysis in light of the model of behavior
for the first device in the network or for the model of behavior for the first user in the network with one or more machine learning
algorithms to determine what is considered to be normal behavior for the first device in the network or for a first user in the network,
where historical values of the metrics for that specific device are utilized by the anomalous behavior detection system for training, and
a communication module configured to generate a notification when, at least one of the first device and the first user, is determined by
the anomalous behavior detection system to have behaved anomalously.
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